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1
Decision/action requested

Approve the pCR below
2

Rationale

See the detailed proposal.
3
Detailed proposal
*** BEGIN CHANGES ***
6.x

Key Issue #1 Deeper UP protection termination
6.x.1
Key issue detail

The 5G slicing feature is very attractive for vertical industries. Many vertical industries are considering replacing the private network they are using with 5G slicing capabilities. One of the feedbacks from the vertical industries is providing data protection only in the air interface is not enough. They want the data protection endpoint to be in the core network rather than in the base station, for example, the data protection endpoint is in the UPF.
One scenario in which vertical industry uses network slicing is the power transmission and transformation system. Power transmission and transformation systems are very important key system. Many power transmission and transformation systems are located in unattended field environments. Currently, they still use private network for the communication. If they use network slice in 5G for their business, the base station may become a weakness of the entire data transmission. Because an attacker can use a hijacked base station to modify the data transmitted through it if the data protection endpoint is at the base station. This is unacceptable for many critical applications.
6.x.2
Security threats

An attacker can use the hijacked base station to modify the data transmitted through it to attack a target system that transmits data through the base station.
6.x.3
Potential security requirements

It should be possible for UP protection is terminated in the core network in a network slice.

*** END OF CHANGES ***

